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NMoaroroBneHo Ha OCHOBaHUU
COLIMONOrn4YecKoro nccregoBaHus
“OcBeAOMNEHHOCTb HacesieHUua 06

yrposax knéepoesonacHoctu”
npoBeAEeHHOro B MapTe-CeHTAope

2025 roga

TepMUHbDbI

UTO Takoe
KN6epoyninHr?

[lepcoHasibHbIe
NaHHble 3TO:

[loAa
Knéepobe3onacHOCTbIO
NMOHNUMETCS:

n onpepneneHns

TpaBns, ockopbneHus, 3anyrmBaHue uam
YHUXXEHME YesioBEKA C NCMNO/b30BaHNEM
LIMPPOBBIX TEXHOOT I

CBefeHus, OTHocALLMeCS K
onpeaesieHHOMY Un onpeaensemMomy Ha
NX OCHOBaHUN CyOBLEKTY NepCOHasIbHbIX
AaHHbIX, 3a(PMKCUPOBaHHbIE Ha
SNEKTPOHHOM U (U/IN) NHOM
MarepuasibHOM HocuTene

CocTosiHME 3alMLLEHHOCTN LUMIIPOBbIX
06bEKTOB OT HaPYLLEHUS NX
KOH(OMAEHUMAIBHOCTK, LIE/TOCTHOCTY U
[IOCTYMNHOCTH




YpoBeHb ocBe40MJ/IEHHOCTU

HaceJ/ieHus

B coortBerctBuM ¢ KoHuenuuei uucppoBoii TpaHcchopmauuun, pasBuTUA OTpacu
MHOPMALNOHHO-KOMMYHUKALUOHHbLIX TEXHONOIMAU N Knéep6esonacHocTn Ha 2023 -
2029 ropbl oOpHOW U3 OCHOBHOW 3ajadeii ABNSAETCA [MOBbIWEHWE YPOBHS
OCBEe[lOM/IEHHOCTU HacesleHUusi No BornpocamMm kubeprurneHol. B aTom kniouve B uensix
onpepeneHusi ypoBHs OCBeAlOM/IEHHOCTU HaceneHusi 06 yrposax kmoep6e3onacHOCTU
M 3alUTbl NePCOHa/IbHBbIX AaHHbIX MPOBEAEHO COLMONOrMyecKkoe uccnegoBaHne cpeau
HacesnieHusa KasaxcraHa.

NMokasarenimn ocCcBefOM/IEHHOCTU HacesieHus 06 yrposax KM69p6830I1aCHOCTVI n
3alnTbl NepcoHa/IbHbIX AAaHHbIX:
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Bonpocam pa3Butua cdepbl Knbéepoes3onacHoCTU B
KasaxctaHe yaensieTca npuctajibHoe BHUMaHue. W
pesynbrar paborThbl, nposoguMoii COBMECTHO
rocygapcrTBeHHbiMu opraHamu, HMO u 6usHecom - 3TO
TEHAEHUUA roc/iegHux JieT, Korga Hawa cTpaHa
CcTpeMuTesIbHO ynydlwaeT cBou nosvuun B FnoGanbHoOm
mHpekce  Kubepb6esonacHoctu. Ceituac  KasaxctaH
HaxoguTtca B rpynne Tier2 - Advancing u 3aHan 3-e MecTo
BO BTOpOW rpynne us 29 cTtpaH, Ha6pas 94,4 G6anna u3
100 BO3MOXHbIX.

HEMHOIO BAYXXHOW L
NHD®OPMALI =

s

Knbéepb6e3onacHoCTb cTaHOBUTCA Ba)XXHOI4 yac

< S
noBceAHeBHOW Xu3HU. OO6bIYHO, MNoa  KubepoGe
noApasymeBatoT COG/IOAEHNE TPEX BXKHbIX MPUHLMMOB: . &

KOH®UAEHLMANBHOCTb

Uro 3Tto Takoe? [locTtyn K MHchopmaumn A0/MKEH ObITb TO/LKO Yy TOrO,
KTO MMEeEeT Ha 3TO npaBo. A y KOro HeT Takoro npasa, TOMy AOCTYyn K
HchopMaLuK 3aKpbIT.

lMnoxoli npumep: [ocmyn k Homepy Bawel kapmouyku u CVV kody
Mo/1y4u/1 M0xol Ye/10B8€ex.

Nno MHEHWIO:
€CNOoHAEHTOB, OAHUM U3 PEeCnoHAEHTOB, OAHUM U3
280 0 zauﬁonﬂe SQ)Q)eKI'J‘I'VIBHbIX 29% Han6onee ahheKTUBHbBIX
AeAcTBUii AnA 3aWmTbl Cnoco60oB 3aWuThbI
KOHpMAEeHUMaIbHbIX AaHHbIX KOHMAEHUMANBbHBIX faHHbIX
AAIBNAETCA UCNo/b30BaHNe AB/IAI€TCA orpaHnyeHne
wucpoBaHUA NpU nepepaye nyG/MYHOro AocTyna K JIMYHO

MHdopmMauun. MHdopMauun.




AOCTYINHOCTDb

Yrto 3T10 Takoe? NHcopmauusa gonmkHa ObITb 4OCTYNHA B /1106014
MOMEHT, KOrga oHa Hy)kHa. Cpasy 1 6bICTpO.

Inoxol npumep: Bbl 00/HKHbI M00amb 3asi8Ky Ha ycmpolcmso
pebéEHKa 8 demckul cad yepes «lMopmas Akumamay. [1o-0py20My He
npuHumarom. Ho calim amo2o rnopmasia He omkpbIBaemMcsi 5 MuHym,
15 mMuHym, 4ac, 0eHb, HEOEeJo. ..

LIENOCTHOCTb

Yro 3ato Takoe? MHcopmauma aomkHa ObiTb fOCTOBEepHOW. OHa
He AO/MKHA MEHATLCSA cama U TeM 6onee eé He AO0/MKHbI UCKaXaTb
O HaMepeHHo.

lMnoxoli npumep: Bbl O0enaeme nepesod OEHEXHbIX CPeocms Cco
csoeli Kapmo4yku Ha Kapmoyky opyeaa. BpedoHocHoe [10 moxem
U3MeHUMb HOMep Kapmouyku roJlydamesisi U omrnpasums O0eHbau Ha
KapmoukKy 3/10yMbIW/1I€HHUKA.

NTak,

KWBEPBE3OIMNMACHOCTb — 3to cobntogeHune
KoHdmaeHymnansHocTn, JlocTynHocTn, LlenoctHocTw.

HapylueHue ogHOro NnpuHLMna, Kak NnpaBuio, NPUBOAUT K
HapyLUEeHUIO ApYruX.

2025 2023 2022 2021 2020

ATaka
KOMMbIOTEPHbLIX 18% 22,8% 51,7% 16,5% 32,1%
BUpPYCOB

BpeoHOCHb i 12% 16,9% 34,5% 23,0% 13,4%

Banom
aKKayHTOB B

cOLAA X 5% 8,1% 28,4% 14,5% 3,9%




KAK USBEXATb

HENPUATHOCTEIN?

110/ nosb3oBaTtesieii He UCNO/b3yT aHTUBUPYC
0 M He UCNOJb3YIOT 3alUTy NAPOIEM.

7 LaroB K JIMYHON
KUBEPBE3OIMNACHOCTHN

Kubepyrposbl, Xakepbl, BUPYCbl, TPOAHCKNE KOHMW.

BCE HeNOHATHO U 3anyTaHHO?

He nyraiitecb. 3awutute ceés n ceoux 6mskux! Mol
nokaxem Bam nyTb. NMyTb K KN6ep6e30MaCHOCTU COCTOUT U3 7

NMPOCTbIX Waroe.

Nante c Hamun 1 3nble Xakepbl ¢ UX BUpycamu Bam He
CTpallUHbI.




— XPAHUTE 34N KAK

N 3EHNLY OKA
Kdals H

« Bce Mbl 3HaeMm, uto Takoe AUI. 310 — SNeKTpoHHO-UMpoBasa nognuck. TyT
Ha Bawy 3awuTy BCTaéT TOYHelwas U3 Hayk — maTtematuka. Kaxabiii
rpaxpgaHuH KasaxctaHa MoXeT sierko nonyunts 3LM. AUM — 310 yA406HO U

HaAEéXHOo.

« Ho ecTb cepbé3Hana onacHocTb, N Bbl aomkHbl eé 3Hatb. Ecnn 3LUIMN y Bac
yKpanu, To AOKYMeHTbl 3a Bac MoxeT nognucbiBatb KTO-TO Apyroi. MHorpa
3TO O4YeHb BaXHble AOKyMeHTbI! [la, aa, AL MOXHO yKpacTb, Kak U BCE, UTO

NeXuT 6e3 npucmorTpa.

Mo 3awmTe co6cTBeHHON ALIM HeoGXxoANMMO

NMPUHATDL ciegywuiue mepbl:

Mpun nepBom nony4veHunun LI cpasy yctaHOBUTE CMOXHbIV Naposb.

He nepegaBainte 3UIM noctopoHHUM nuuamM. OHM MOryT nognucbiBaTb
OOKYMEHTbI OT Ballero UMeHu, Korga oTBeTCTBEHHOCTb JIeXXUT Ha Bac.

He otnpaBnsiite SLIM B cneymanbHbIX YaTax, MeCCeHKepax.
OGecneubTe KOMMNLIOTEP WM HOYTOYK, Ha KOTOpom XpaHutca LM,
nporpamMmmamu 3alWmuTbl OT BUPYCOB.

Mpu coxpaHeHuu LM B dhaiinax He coxpaHsNTe ee Napofib C UMEHEM
chavina.

He Oepute 3UM Ha koro-to pApyroro. [Monyunts 3UIM  MOXHO
HECKOJ/IbKUMU crocob6amu: yepe3 LieHTpbI 06CNyXMBaHUA HacereHusi
(LOH) unn yepes eGov.

N3Geraiite ycTaHOBKU HEMPOBEPEHHbIX UMW HEHAAEXHbIX NporpaMmM Ha
ragxeTbl-cMapT(OHbI C BallMM KOMMNbIOTEPOM.

HemeaneHHO OGHOBUTE CBOIA KoY, ecnu Bbl notepsanu UM nnun ecnu
OH nonas B PyKu gpyrux nuu.
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BAXKHO!

Kak npaBuno, npu Bbigaye 3UI cotpygHuk LLOHa
ycTaHaBnMBaeT TUNOBOW naponb. OGA3aTeNlbHO CMeHuTe
naposnb ot cBoero 3UM. 310 MOXHO cpenatb Ha caite
www.pki.gov.kz

Wnu npocTto nonpocute npu Bbinycke 3L yctaHOBUTHL Ball cOGCTBEHHbIN, &
He TUNoBoii Nnaposb. Ho ero NnpuAaérca 3anOMHUTD.

® UTO HE HY)XHO AENATbB! \

HUKOIrAA HE OTNPAB/IAWTE 3LMN B OTKPLITOM BUAE MO
3/IEKTPOHHOW MOYTE.

MouTty moryTt B3s10mMaTb, Torga JALUIM ToyHO yKpaayT. Hy)XHO BCEé-Taku
otnpaBuTb? Ha Baw cTpax u puck, HoO o6a3aTenbHO 3awndpynte LN
no6bIM HaféXHbIM cnoco6om. Hanpumep, € MNOMOLWbIO TEXHUKU
«3aapxuBupoBaTtb € naponem». He ymeetre «apxuBupoBaTb C
naponem»? Cnpocute y cneuvasucToB, POACTBEHHUKOB W Apy3eil.
Bam o6s13aTe/s1IbHO NOMOrYT.

Hukorpa He konupyiTe cBoé LM Ha He3HaKOMble KOMMbIOTEPbI.
Ecnn Bcé-taku npuwiiocb noanucbiBaTb YTO-IMGO C HE3HAKOMOro
KOMMNbIOTEpa, 06sa3aTe/IbHO yoeauTechb, 4to Bawe 3L He ocTanocb Ha
Yy>XOM KOMMblOTEpe.

He xpaHuTe cBoé 3L Ha koMnbloTEpe.
Ecnn xakepbl Bcé-takm Bac B3nomasiv unm BUpPYC NPOHUK B Bau
KOMMNblOTEP, TO OHU He AO/DKHbI HaTKM Tam JLIM, Tak KaKk ero Tam He
DO/MKHO ObITb. Ecnu Bbl nonyunnu 3UM Ha ¢nawkKy, a He Ha
yAocToBepeHue /IMYHOCTU UMW TOKeH, To nyctb UM u octaérca Ha
conawke. XpaHute PA3WKy B HAAEXHOM MeCcTe U He Ucnonb3yiite Ans
APYrux HYXA, Kpome XpaHeHusa 3ALI1.




M
e | BALW LWNUT —
2233 J BALU NAPO/Mb

Haw mMo3r ycTpoeH MHTepeCHbIM 06pa3om. Mbl MbIC/IMM accouualusamm.
Hawa mbicnb 06A3aTeNIbHO NOCTPOEHa Ha npeabigyLien mbicnu. Hawe
MbilW/IEHME nNpeacTaBisieT COO0M NOTOK MbIC/Ie, BOCMOMWUHaHUI 1 uaei, Bce
OHU 06s13aTe/IbHO B3aUMOCBsi3aHbl.

Y Hac gBa Buga namATU: KPaTKOCPOUHaA M [0/ITOCPOYHas.

B KpaTKOCPOUYHOW NamMATU XPaHATCA BCe COObITUA UK NHhopMaLma Ha
HECKONIbKO MUHYT UM YacoB. BO3MOXHO — AHElA.

Ecnu nucpopmauma gnsa Hac BaxHas U Mbl NepeXxuBaem B npouecce
3anoMMHaHUA Kakme-nm60 accouuaumm, To MHopmayusa nepexoaut B
[ONITOCPOYHYIO NaMSATb.

Kak yBepsiloT uccnegoBaresin Mo3ra, 3To NOCTPOEHO Ha 06pa3oBaHUMN
CMHarcoB HeMPOHOB ro/I0BHOro Mo3sra. Camblii NPOCTOI CNOCO6 3anucatb
MHopMaLuio B AO/ITOCPOUHYIO NaMATb — cAeflaTb acCouMaTUBHYIO CBA3b
MeXxay nHdcopmaumein U 4HeM-TO, UTO YXKe 3anoMHUNocbL Bam HaBcerga. inn
KOTOpPOE Nerko BCNOMHUTb.

Hy)HO BOcnonib3oBaTbCA caMbiMU 60MbLWIMMU YYacTKaMWU Hallero Mosra,
oTBevawowmmu 3a: C/TIYX n 3PEHUE.




® UYTO HE HY)XHO AENATbL?

B’ UTO JENATB?

Y Hac CUNILHO pa3BUTbI OTAE bl MO3ra, OTBevalLue 3a 3pUTe/bLHYI0
namATb. 3TUM U HY)XXHO BOCNOJIb30BaTbCH.

Cagscb 3a pabouunii KOMNblOTEpP, OrNAAUTECH BOKPYT. Bokpyr Bac 6yayT
COTHU NpeaMeTOB, KOTOpPbIe NOCTOSIHHO HaXo4ATCA Ha Bawem cTone, Ha
CTeHax, B WKadax uiam aaxe 3a OKHOM.

\,

MpocTo 3aragainiTe Kak Nnaponb NpeameT, KOTopbIiA Bbl BUgUTE KaxKabIn
AeHb, cNaA 3a CBOMM paéoumm mecToM. 3TO U 6yaeT Baw naponb.
Mpumep: Kachestvennyy organayzer

Monb3oBaTenun coctaBnAliue C/I0XHbIe Naponun:

B 2023 rony B 2025 roay
22% 47%
BAXHO!

3aragbiBaA npegmer B KadyecTBe napons, 3aragaiite gsa
cnosa, Hanpumep, Ha3BaHWe NpepmeTa u ero LBer.

MoxHo 3aragbiBaTb C/i0Ba J/1l06MMbIX MNeceH, ropoga u
MecTta, rge Bbl O6blnu. MaBHOe, 4YTOObI B Maposne OblIo
MWUHUMYM 8 3HAKOB.

1) Hukorga He nepegaBaiiTe CBOU Naponu Apyrum nogam. flaxe ecnm
npocsr.

2) He 3anucbiBaiiTe CBOU Naponun Ha CTUKepbl, 6yMaxxku. He xpaHure
naposin B 3/IEKTPOHHOW nouTe.




ONNEKTPOHHAA
NMOYTA

K coxaneHunto, MOWEHHUKU AABHO MOHAMU, YTO Mbl YNTAeM OTNpaB/ieHHble HaMm
nMucbMa. 3HauuT, eC/IM HanncaTb XUTPoe NMCbMO, HAC MOXHO OOGMaHyTh.

MpumMmep MOLIEHHMYECKON cXeMbl: «[MUCbMO OT MWHOCTPaAHHOro ajBokKaTa o
HacneacTBe». CyTb CXeMbl:

Ha 3neKTPOHHYI0 NOUTY NPUXOAUT NUCbMO OT YesioBeKa, KOTOPbIA NpeacTaBNAeTcA
MHOCTPaHHbIM afBOKAaTOM WM HoTapuycom. OH COOOLWAeT, YTO €ro «K/IMEeHT C
Bawei hamununei» HegaBHO yMep U OCTaBU/1 KPYNHOE COCTOAAHNE — OObIYHO OT 1
Ao 10 mnH gonnapos.

Kak pasBnBaeTcs MOLWEHHNYECTBO:

1. AaBoKaT yTBepXaaeT, YTO Hac/iefHUKOB HET U Bbl MOXeTe cTaTb 3aKOHHbIM
nonyyartenem. 2. lpocut npepocTaBUTb: KOMUKO YAOCTOBEPEHUA JIMYHOCTW,
KOHTaKTHble AaHHble, MHOrAa — [fAoBepeHHOCTb. 3. [lanee coo6waeT, YTo ANA
OohOpMJIEHUA HYXHO OMIATUTbL «HEOOsIblUME pacxofbl»: HOTapuasbHble YCNYru,
NOLW/IVHbI, ONJIaTy NepeBoAa AOKYMEHTOB, «pa3sMOPO3Ky CUETa» B GaHKe.

Mocne oTnpaBKu AeHer — MOLUEHHUKU NpeKpaLatoT ooLLeHue.

Cambim pacnpocTpaHEéHHbIM cnoco6om 3apaxeHud
nepcoHa/lbHbIX KOMMbIOTEPOB ABJ/IAETCA OTNpaBKa 3/1EKTPOHHOrO
nUCbMa C BPeAOHOCHbIM CcoepPXXUMbIM.

rlg’ YTO JENATH? \

Hukorpa He OTKpbIBaliTe camo3anyckaemMmble hainbl.

Takue dpaiinbl nerko pacnosHaTtb No 6ykBam, KOTopble UAYT nocne
nocnegHen TOUKN B Ha3BaHUU. ATU OGYKBbI Ha3bIBalOTCA paclIMpeHnemM
chainna.

Mpumepbl paclwimnpeHnii camosanyckarowmxca dpannos:

(=] [em] (=] [ao=]) [

daiinibl BNOXEHUI C TaKUMN pacllMPeHUs MU OTKPbIBaTb HeNb3A.
[axe ecnu oHU nNomeleHbl B apxuB. Hanpumep, ynakoBaHbl B apxXuBs
WinZip.




Xakepbl MOryT MoAUMUMPOBaTL U 06bIYHbIE dhait/ibl LOKYMEHTOB O(OUCHbIX
MPUIOXKEHWIA.

Makpocbl — Habop KOMaHp, KOTOpble NO3BO/NSAIOT 3anNUCbIBaTb U
BOCMPOU3BOAUTL CTaHAAPTHbLIA NakeT O(PUCHBLIX NpUNoXeHuii. Bbl He 3HaeTe,
Kakne KOMaHAbl 3anucaHbl B Makpoc. Ha6op KomaHA MOXeT ObITb A0BO/ILHO
60NbLWINM U NPeACTaBNATb CO60IA BPeJOHOCHbIN KOA,.

BAXXHO!
Hn B KoeM crniyyae Henb3s BK/AWOYaTb «MaKpOCbI»,
°® npuwegwue c painamm No 3/1IEKTPOHHOW MouTe.

® UTO HE HY)XHO AENATb?

He oTkpbiBaiiTe NnoA03puUTE/IbHbIE NUCbMA.
Ecnv nucbMo Bam He MHTepecHO, 3HaunUT OHO He AOCTOMHO Ballero BHMMaHus.
BHMMaTenbHO n3yunte BNOXeHHble dhainbl (BIOXEHUS).

He oTBeualiTe Ha nopo3puTesibHbie niucbma.
He nepexogute no ccbi/ikam B NOA03PUTESIbHbIX MUCbMaX.

MoMHUTE, MOLLEHHMKM UrpatoT Ha Ye/T0BEYECKMX YyBCTBAX — XaAHOCTU, TopAbIHe,
cTpaxe, rHeBe. [lymaiite rosioBoii 1 He nonagalite Ha MOLLUEHHUYECKNE CXEMbI.

7

45% nonb3oBaTesieii He NepexoaaT No NPUC/IaHHbIM CCbl/IKam B
Y CoLMaIbHbIX CETAX U MecCeHaKepax




AHTVBUPYCHAS
SALMNTA

i

Kak NOHATHO 13 Ha3BaHus, AHTUBUPYC — 3TO TaKoe CpeAcTBO ANA 3aliuTbl OT
«BUPYCOB».

Mbl Ha3blBaeM BCE BpefOHOCHOEe MnporpaMMHoe obecrneyeHve «Bupycamm». ITO He
COBCEM KOPPEKTHO, TaK KakK «BUPYC» — 3TO TOSIbKO OAMH U3 NPU3HAKOB BPeOHOCHOro
nporpaMmMHoro obecrneyeHus (cokpawéHHo MoO).

HO 4TO HY)XHO TOYHO 3HaTb — BpefoHocHoe 1O He Mud), OHO peasibHO BPEAOHOCHO U
ero peasibHO MHOro. MOLUEHHMKN MNbITAlOTCA MPUAYMbIBaTbL BCE 060/Iee XUTPOYMHbIE
CXeMbl HapyLLIeHNss AOCTYMNHOCTU, KOH(PUAEHUNABHOCTA U LIENTOCTHOCTH.
KoMnbloTepHbIE «BUPYCbI» OYEHb MOXOXW Ha peasibHble 3apasHble 60/1e3HN, TOJbKO
nopaxkatoT OHWU He NAeN, a KOMIMbIOTEPHbIE CUCTEMBI.

AHTVBMPYC HYXXHO BOCMPUHMUMATL KaK BakUWHbI 1 NMPUBUBKWU, TONLKO A/15 KOMMbIOTEPHbIX
«BUPYCOB».

YTO NrMABHOE B NPNBUNBKE?

1. MpuBMBKa AO0MKHA ObITb KAYECTBEHHO U3rOTOBJIEHA,
MHa4ye MOryT BO3HUKHYTb NOGOYHbIe 3(hPeKTbI U
BO3MOXHbI TS)KENble nocnegcTteus. Mbl Bcerga sagaém
BOMpPOCHI NPU BakUMHALUN: YTO 3TO 3a NPUBUBKA, KTO eé
M3roToBu, NpoLua 1M oHa KJIMHNYecKne ucnbiTaHnA?

2. MpuBnBKa Ao0/MKHA 6bITb 3hheKTUBHA,
MHauye HeT cMbICc/a eé BooOLe cTaBUTb. B aTom cnyyae
/ BaKLUUHaLUA MOXET NPUHeCTN HemMas1o Bpega. Mol
A § nony4yaem UaN03nI0 3alUTbl, KOTOPOWN HA caMOM fene
”

HeT.

3. NMpMBUBKY HY)XXHO CTaBUTb BOBpemA!

Henb3a nponyckatb CPOK BakuMHaLUu 1 Tem 6onee
CTaBUTb NPUBUBKY Ha ocnabneHHbIA Unn gaxxe 601bLHOWN
OpraHusm.




OTHOCUTECH K aHTMBMpPYCaM, Kak K NPUBMBKaM OT peasibHbIX Ye/I0BeYEeCKUX
BUPYCOB.

KonnuecTBO peCnoHAEHTOB, CYUTAKOLWMUX UCNONb30BaHMe aHTUBUPYCHOTIO
MO cambiMm BaXHbIM B 06ecneyeHun MHopMaLMoOHHOI 6e30nacHOCTU B
MHTEepHeTe:

B 2023 rogy e & B 2025 ropy
23% 1 23%

e
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MoctaBbTe ce6e Ha cMapTOH U KOMNbIOTEP SIKDOOW HAAEXHbIV AHTUBUPYC U
He BbIK/1l0UaiiTe ero o6HoBNeHuUs!




o @® OBHOBJIEHVSA U ELLE PA3
| === | OGHOBJ/IEHUS
q é )

OGHOBNEHUA CUCTEMbI, KaK OHM Hac HepBupyloT! Ho coBpemeHHble MO — aTo
NPOAYKT TpyAa TbICAY NpOpeccnoHasioB.

CoBpeMeHHbIe nporpaMmmbl cogepxar TbiCAUYM CTPOK Kofa. KoHeyHo, B 3TOM Kope
MOryT OOHapyXmBaTbCA Kakune-HMbyab OLMOKM, HEeCTUKOBKWM, npobesnbl. Takue
OLUNGKM MPUHATO HasblBaTb «YA3BUMOCTU®.

OTO NOXoXe Ha HeKayeCTBEHHO MOCTPOEHHYK CTEHY C AblpamMu, KOTOPYH OKAenIu
060AMU. ECnn 3HaTb, rae B 3TOI CTEHEe Ablpa, MOXHO NasibLeM Npoouts 060Mm.
Xopowlo, 4TO MporpaMMHOe ob6ecrieyeHme — 3TO He CTeHbl. JTOo Habop
KOMMbKTEPHOrO KoAa.

N xopowo, 4To Baw cmapTd)oH M KOMMbKOTEP MOAKMOYEHbI K HTepHeTy. YUepes
VHTepHEeT nponsBoanTenn NporpaMMHOro o6ecrneyeHuns BbiCbi1aoT «3aniaTku» Ha
CBOM Xe «ySI3BUMOCTU».

Kctatn, 3annarka no-aHrMNCKM HasbiBaeTcs patch, oTcioga cnoBo 3ansiatka —
nary.

Moxanyiicta, 3agenbiBaWiTe pAblpbl B CcTeHax BoBpemsa! [lycTb nartum
yCTaHaB/MBatoTCA Ha Balle nporpamMmHoe obecneveHne BoBpems. [pomepgsieHve
[aXe Ha HEeCKOoJ/IbKO YacoB onacHo.

B’ UTO AENATbL? 1

YcTtaHaBnuBaTb 0GHOB/IEHUA NPOrpaMmMHOro o6ecneueHus. Beerga.
AHTUBUPYC 1 onepaLuoHHasA cucTeMa AO/MKHbI OGHOB/MATLCA
aBTOMAaTUUECKN.

MpoBepATb, yCTaHOB/MEHbI /11 NocnegHue OGHOB/IEHUA.




® UTO HE HY)>XHO AENATbB?

Mcnonb3oBatb KOHTpathakTHOe (Nuparckoe) MO.

Kak npaBuno, nuparckoe MO yxe B3/IOMaHO ymMmenbLuamMn U OTK/IFOYEHO OT
cucteMmbl OGHOBMEHUIA. Begb npu o6palieHnn Ha cepBep Npou3BoaUTENsa
MO cpa3sy cTaHOBUTCA NMOHATHO, YTO TOBap KOHTpPadakTHbIN. 3HA4YUT, Bbl He
nosiyuynTe OGHOBJ/IEHUI 1 OyAeTe NoNb30BaTbCcA «AblIpABbIM» MO.

Bam 3TO HY)XHO?

W, noxanyiicTta, He OTK/llo4aTe OGHOBNEHUA.




; COUMNANTbHAA NH)XEHEPUAL.
‘#) COUMNAJNIbHBIE CETU. CKUMMWHI

CounasibHas UHXeHepusi — MeTog, NoslyYeHns Heo6XoAMMOro AocTyna K
MHpOpMaL MK, OCHOBaHHbIA HA 0COBEHHOCTSIX NCUXOMNOMAN NOAEN.

Hukoraa HUKOMY He FOBOPUTE CBOU Napo/ii OT KOMNbLIOTEPHBLIX CUCTEM.
Hukoraa He ocTaBnAiiTe 3anMcaHHble Ha Gymare Napoau Ha BUAHbIX WU
AOCTYMHbIX A1 TOCTOPOHHUX MECTax.

3HaiiTe, 3M0yMbILL/IEHHVKM NbITAOTCA MaHWUMYy/IMPOBaTh HALLUMK 3MOLUSIMUA.
He roBoprTe HE3HAKOMbIM JIHOAAM: HOMepa MOGW/IbHbIX TeNlethOHOB CBOMX
POACTBEHHUKOB U Konner, IP agpeca, BpeMs OTCYTCTBMS HA paboyeM MecTe 1av Aoma.

OkpaH Bawero moHuTopa unm cmapToHa MoryT NoACMOTPETb YEPE3 M/ieyo.
He pab6oTaiiTe 3a KOMNLIOTEPOM UM HOYTOYKOM, KOraa 3a Balueli cnvHol ecTb
MOCTOPOHHME.

B ntogHbIX MecTax ctapaiTecb paboTtarb CNUHONM K HEMNPO3pPaYHOoii CTEHE.

CKUMMUHTI — KpaXKa AaHHbIX 6aHKOBCKOM KapTbl WX naposei npyu nomMoLum
cneuyuasibHO CYUTbIBAIOLErO YCTPOACTBA, CKUMMepa.

B ny6/mMuHbIX MecTax MHOro Bugeokamep. CTapaiitecb BBOANUTL NApPO/Iv Kak MOXHO
60/1ee CKpbITHO. Hanprmep, NPUKPbIB 3KpaH MOBW/ILHOMO TeledoHa /TafoHbI0 UK
ofleX[10iA. DKpaH HOYT6YKa xenaTeslbHO MakCMMasibHO NPVKPbITL NPV BBOAE Napons,
UTOGbI CKPbITb ABWXEHUSI Balunx nanbLeB.

BaHkomMaTbl 1 TepMUHasTbI ONaThl:

BHumaTtennbHO ocMOTpUTE 6GaHKOMAaT, nepes TeM Kak UM BOCMOJ/Ib30BaTbCA.
HeoO6bIYHO BbICOKasA KnaBuaTtypa BBoAa, HEOObIYHOE OKOLUKO BBOAA KapTO4KuN
AO/MKHbI Bac HaCTOPOXUTDb.




ComHeBaeTecb — BOCNO/b3yiiTeCb ApPyruMm 6aHkomaTom. Begurte ce6s Tak, Kak
6yATO NpPsIMO 3a BamMu CTOAT HECKO/IbKO NOA03PUTENbHbLIX NOAEN.
MpuKpbIBaiiTe NafoHbIO KNIaBMaTypy, Koraa BBOAUTE NUH-KOA UV Naposib.

E’ YTO JENATH?

l ByabTe BHUMaTe/bHbl, COGPaHbl U OCTOPOXHbI.

® UTO HE HY)XHO AE/NIATb?

« PasroBapuBaTb C He3HAKOMbIMWU NOAbLMU MO TenePOoHY HACUET CBOUX
6GaHKOBCKUX CHETOB W/IN KapT.
KoHeuHo, pasroBapvBaTb MHOI4A HY>XHO, HO TOJIbKO ec/i Bbl caMy NO3BOHW/IN B
6aHK no oonmanbHOMy HoOMepy TenedioHa.
« He orBeuatb Ha nogo3puTeNbHble MUCbMa, HO 06 3TOM Mbl YXXe
rosopunu B pasgene Mourta.
» Monb3oBaTbCA NOAO3PUTENLHLIMU OAHKOMAaTaMu U TepMUHaIaMU
onnarsbl.
« OTAaBaTb CBOIO KapTO4KYy O(huLMaHTy Uan 6apmeHy Haf0Nro B PyKu.
Mnatute KapTOi TONILKO CamMu.
Ecnun Bbl nogknioumnnck kK cetn MiHTepHet yepes nyonuuHbliii WiFi (Hanpumep, B
asponopTty uan B kKape), To xenaresibHO BOCNo/1b30BaTbCcA cepBmucamu VPN.




PE3SEPBHOE
KOMMPOBAHUE

NMHO®OPMALNVA MOXET NCYHE3HYTb. U HE OBA3ATE/IbHO BAC ATAKOBA/IN
3/1IbIE XAKEPbI. MPOCTO NOTEPANN TEJIE®OH WM CFOPEN XXECTKUIN ANCK
KOMMbIOTEPA.

UTO AEJ/IATb? ~
PerynapHo KonupoBaTb BaXHY0 MH(hOpMaLUIO HA BHELWHWNIA HOCUTENb.
Camoe npocToe — BOCNO/1b30BaTbCs MHOXX€CTBOM CEPBUCOB
pe3epBHOro KONMpPoBaHUS.

HekoTopble U3 HUX 6ecnnarHbl, Hanpumep o6nako Google, Apple
iCloud, Mail.ru, Yandex.

A TaK)Ke MOXHO BOCMNO/b30BaTbCA CeEpBUCaMN Ka3aXCTaHCKNX
o6na4yHbIx xpaHunuw, Oblako.kz n Ps.kz.

BAXXHO!
Ecnn Bbl nonb3yetecb 06/71a4HbIMM  cepBUcaMu  Ans
XpaHeHUss UHcopMauMm -  3HAUUT Bbl  ONbITHbIN

nonb3oBaTtesib. BeguTte cebs Kak OnbITHbI NoNb3oBaTe b.
Ha3BanuCb OMNbITHLIM NO/Ib30BaTe/IeM — COOTBETCTBEHHO.

Kakve 13 cneaywowmux peictBMA  Bbl cuuTaete  Haubonee
achpekTUBHBbIMU ANA 3aWNTbl KOH(UAEHUNANIbHbIX AaHHbIX?

OoTBeT pecnoHAeHTOB Ha ﬂpOBe.qEHHbIVI onpoc:

e Wcnonb3oBaHune wucposaHua npu nepegave
OaHHbIX — 28%

e OrpaHunyeHue ny6AMYHOro gocTyna K /IM4HO
uHcpopmauynm — 29%

e YCTaHOBKA aHTUBUPYCHOroO NPOrpaMmMHOro
oGecneuveHus — 13%

=
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® UTO HE HY)XHO AENATbB? N

Naponu! BHMMaTenbHO U3yumnTe Hally NaMaTKy B pasgene «Maponm».
Be3 Hagé>XXHOro Naposis HUKAKUX NPOrysiok B o6s1aka.

AByxdpakTopHas ayTeHTUdukaumsa. He oTkaO4HaiTe Ha cMmapTdoHe
pa36,10KMPOBKY MO 0OTNEYaTKYy NajsbLa Nan pacnosHaBaHMe nuua.

XpaHuTb B «0bnake» 04eHb KOHPUAEHLMaTbHYO MHJDOPMaLMIO BCE Xe He CTOUT.
He xpaHute cBoto AL B OTKPbLITOM Buae, ceMelHble UK JINYHbIEe TaliHbl B
«obnake».

Camoe HaféxHoe — 3aBefuTe cebe BHELLHWIN XECTKNIA ANCK UK 60/bLUYIO KapTy
namsTu.

MpOCTO peryssipHO KonupyiiTe Ha 3TOT XECTKUIA ANCK BAXHYH MHopMaLMio CO
CBOET0 KOMMboTepa UK cMapTgoHa. XoTs 3To TPebyeT caMoANCLMMNINHBI U
opraHnM30BaHHOCTMW.

MpoiianTe BCe CEMb LWAroB — U Bbl CTaHeTe BE/IMKMM MacTEPOM JIMYHO
NHpopMaLMOHHOW 6€30NacHOCTMW.

DATA
SECURITY

S




AOMNONMHNTE/IbHbIE PEKOMEHAALWW 1O

KWBEPBE3OIMNMACHOCTW A4
FrOCYAAPCTBEHHbIX CIY)XXALLUNX

3anpeuwjaeTcsa noAxsiroueHue BHYTPEHHUX ceten
rocyaapcteBeHHoro opraHa (F'O) K uHTepHerTy.

MopgknioyeHne K ceTn MIHTepHeT HEOGXOAMMO NPOBOAUTL
TONbKO yepe3 EauHbIN W03 aoctyna K VIHTepHeTy.

Mpu pa6oTte ¢ pecypcamu cetn MIHTepHET U 3/1IEKTPOHHOM
NOUTONM 3anpeljaeTca pasriaweHue rocyAapCcTBEHHOM,
CNY)XeGHO M KOMMepueckou WUHcopmauuu, cTaBluei
U3BECTHOW COTPYAHUKY MO C/y)XeO6HOM Heo6XoAUMOCTU
NINOO0 UHbIM NyTEM.

Cnyxauwpme [O, MeCTHbIX WCNONIHUTE/IbHbLIX OpPraHoB
(MUO) npu OCYLECTBNIEHUN CNYXEOHOW Nepenuckn B
3NeKTPOHHOW chopme MpPU UCNONHEHUN UMU CNYXKEOHbIX
00s13aHHOCTEN UCNOJIb3YIOT TOJIbLKO BEeAOMCTBEHHYIO
3/1IEeKTPOHHYIO MOUYTY.

3anpeujaeTcsa oCcTaBnATb BK/IIOYEHHbIMU 6e3 npucmoTpa
KoMmnbiloTepbl U WHTepHeT-ceTu B OTKpbITOM Buge. B
c/lyyae ocCTaB/ieHUsi pabo4yero Mecta B 006s3aTe/IbHOM
nopsaake Heo6xoauMO 6/10KupoBaTb KOMNbloTEep
(- komouHauma knasuw Windows+L).

3anpewaetca nogknwyveHne K EAUHOW TpaHCNOpPTHOWM
cpege (ETC) IO, nokanbHou cetn O nocpeacTtBom
6ecnpoBOAHbIX  ceTel, 6ecnpoBogHOro  AoCTyna,
MoAeMOB, pagMomoAemMoB, MOAEMOB CeTeil onepaTtopoB
COTOBOW CBSAI3M U [ApYyrnx 0O0ecrnpoBOfHbIX CeTeBbIX
YCTPOICTB.




nPn
noaANMUCAHNN
COIrnAcua
OBPATUTE
BHNMAHUE
HA:

APYTUM

PEKOMEHZAALMW NO 3ALWMTE
NEPCOHANBbHbIX AAHHbIX

- nepeyeHb NePCOoHasbHbIX AAaHHbIX,
KOTOpble co6upaeT oneparop;

- yenu coopa n o6padboTKn
NepcoHa/bHbIX AAHHbIX;

- CPOK UK nepuog, B TEYEHMU KOTOPOro
AelicTByeT cornacue;

- BO3MOXHOCTb Nnepeaayn TpeTbumM
nvuam;

- BOCMOXHOCTb TPaHCrpaHU4YHOIA
nepegauun faHHbIX;

- BO3MOXXHOCTb pacnpocTpaHeHus
NepcoHa/IbHbIX AaHHbIX B
061EeCTBEHHbIX UICTOYHMKAX.

Be3 Bawero cornacus, nepcoHasjbHble

AAHHble He MOryT ObiTb nepegaHbl
onepatopom
opraHusauusim.

nuuam n

Mpun
npepocTaB/ieHUU
nepcoHasIbHbIX
DaHHbIX Kyga
nnoo,
06s3aTesIbHbIM
TpeboBaHnem
aBnsaeTcs
Hanune
cornacus
c¢husuuyeckoro
nvuya

W1 OCHOBaHuMe,
npeaycMoTpeHHoe
3aKoHOM.

Takke B Liensax 3aWnTbl IMYHbIX AAHHbIX OT HE3AKOHHOrO pacnpocTpaHeHus,
HacTosAITe/IbHO PEKOMEHAYETCS 03HAKOMUTLCSA C NOJIMTUKOWN cOoGNIoAeHNsA
KOH(pMAEeHLMaNbHOCTN NEPCOHA/IbHBLIX AAHHbIX OpraHu3auum, a Takke oépalwaTb
npucTasibHoe BHUMaHue Ha yCNoBUs X o06paboTKN.



UTO AE/IATB?

Mpu oGHapyXeHnn (hakToB HE3AKOHHOrO coopa u
YTEUKM NINYHbIX AaHHbIX

rpaxgaHe Moryt o6patutbecss B KomuteT no
MH(OPMaLMOHHOIA 6e3onacHoCTU MuHuctepcTBa
UCKYCCTBEHHOIO WHTe/JIeKTa U ULUgpoBOro pasBuUTUA

® Pecny6nuku KasaxctaH g NnpuHATUASA Mep No NpeceyeHuto

eogov

U0 owrar OBPALLEHUA AO/MKHbI
| COAEPXATb:

3T0 MOXHO caenatb, Hanucas Yepes nopTasl
«3NEeKTPOHHOro NpaBuUTenbCcTBa» (pasaen
«DNIEKTPOHHbIE OOpaLLeHUsI»), TaKKe MOXHO Hanucarb
Ha NWYHBbIA 60T Npegceaarens
(https://dialog.egov.kz/blogs/3932160/welcome)

OnucaHue cutyauum,

npu KOTOPOii AoNyLieHo JocToBepHble MaTepuanbl,

HapyLUeHWE; ° noaTeepxgaroume
HapyLieHue;

Mepurop n cpoku HaumeHoBaHue

CcoBepLIEeHuns opraHusauuu, 4onycTuBLLei

HapyLeHnA; npaBoOHapyLUeHue.

Ecnu Bbl 06GHapyXunu, 4to KTo-1M60 ocyLecTBAAET CO0p U 06pPaGOTKY Balnx
NepCcoHasIbHbIX flaHHbIX Ge3 Ballero corsiacus, Bol BnpaBe 06paTuTbCcs K AaHHOMY Ly
opraHusauum ¢ TpeboBaHMeM YHUUTOXUTb HE3aKOHHO co6paHHble AaHHble. Kpome Toro,

Bbl Takke BNpaBe O0TO3BaTb faHHOE paHee corslacue Ha c6op N 06pPabGOoTKY Balnx
nepcoHasibHbIX AaHHbIX. B cnyyae 6e3geicTBUA UM OTKasa onepatopa YHUUTOXUTb
[aHHble, Bbl MOXeTe noXasoBaTbCA B YNOTHOMOUYEHHLIV opraH B cdhepe 3awuTbl
nepcoHanbHbIX AaHHbIX - KOMUTET NO MHOOPMALVMOHHOW BE30OMNMACHOCTU
MWHUCTEPCTBA NCKYCCTBEHHOIO MHTEJIEKTA N LU®PPOBOIO PA3BUTUA
PECNYB/IMKN KA3AXCTAH.

OG6palleHna MOXHO nogasaTb /N06bLIM YA0GHbLIM U AOCTYMHLIM CTOCOOOM.




NMNO/IHOMO4YNA KOMUTETA IO

NWHOOPMALMOHHOW BE30OMNACHOCTU

B pamkax Yka3sa Npe3sngeHta Pecny6nuku KasaxcraH
OoT 6 oKTA6GPA 2016 roga Ne350 co3gaH Komutet no

WH)OPMALNOHHOW 6€30NacHOCTM.

PA3PABOTKA

Pa3paboTka mep B cthepe
oGecnevyeHnA MHPOPMALMOHHOW
6e30nacHOCTH (3a UCK/TIOYEHUEM
roccekpeTtos).

KOHTPO/1b

FocypapCcTBEHHbIW KOHTPO/Ib B
o6n1acTn obecneveHus
MHcpopMaLMOHHOI 6e30NacHOCTU
B chepe nHhopmaTusauuu,
3aWUTbl NePCOHA/IbHbIX AAaHHbIX,
3N1EeKTPOHHOI0 AOKYMEHTAa "
3NeKTPOHHOI undpoBoW
nognnucu n oéecneyvyeHHbIX

LU pPOBbIX AaKTUBOB.

2/

NMPOPUNAKTUKA
MpodmnakTnka co6noaeHusn
EAvHbIX Tpe6oBaHuii B 061acTu
MHcopMaLMOHHO

- KOMMYHUKaLUOHHbIX
TeXHOJ/Iornii n oéecnevyeHus
MHJ)OpPMaLMOHHOW
6e30MacHOCTM.

POPMUPOBAHUE
dopmMUupoBaHUue NnepeyvHs un
MOHUTOPUHI KPUTUYECKMN
BaXHbIX UHPOPMALMOHHO-
KOMMYHUKaLMUOHHOWN

MHJPACTPYKTYpbl.

YMNPABJ/IEHNE

YnpaBrneHue u pacnpegeneHume
[OOMEHHbIX UMEeH B NPOCTPaHCTBEe
Ka3axCTaHCKOro cermeHTta
NHTepHeTa.

BbIAAYA

Bbigaya akta no pesysbraram
UCNbITaHU HA COOTBETCTBUE
Tpe6oBaHUAM UH(hOPMaLMOHHOW
6e30nacHOCTM.

® &

OPIrAHN3ALUUNA

OpraHusaymsa UCNosTHeHNA
HauynoHanbHOro

nnaHa pearmpoBaHuA Ha MHLUNAEHTDI
MHOpMaLMOHHOW 6e30NacHOCTU.

PACCMOTPEHUVE

PaccMoTpeHue 1 NpuBieYeHne K
OTBETCTBEHHOCTU 3a HapYLUEeHUSA B
cdrepe nepcoHasibHbIX AAHHbIX.

OCYLWECTBJ/IEHNE
OcylecTB/IeHUE akKpeauTauum
YA,0CTOBEPAIOLUX LEHTPOB.

OCBEAOM/TIEHUE

MoBblleHne ocBeA0MNEHHOCTH
HaceneHus

006 yrposax nHcpopmalMoHHOMN
6e3onacHocTun
(kn6epb6e3onacHOCTH)

YYACTUE
YyacTtune B peanusayumn
oGpas3oBaTesibHbIX NporpamMmm.

COAENCTBUE
CogpeiictBue B hopMmmpoBaHumn
npoceccuoHa/ibHbIX CTaHAAPTOB.

B3AUMOJAENCTBUE
B3aumopgeiicTtBue ¢
MeXAayHapoaHbIMU
opraHusauusamm, HauMoHa/IbHbIMU
perynsatopamu un ueHTpamm
Knoéepo6e30nacHOCTMU.

PA3PELUEHUE

Bbigaua paspelueHus Ha BbINyCK
M obOpalleHue o6ecrneyeHHbIX
LMpPOBbIX aKTUBOB

NOAAEPXKA

MoppepXka HayUHbIX
uccnepoBaHuii B cchepe
MHcopmaLMOHHOI 6e30NacHOCTU.



3auwmrta 6e30nacHOCTU AeTen B ceTun

UHTepHeT
ycTaHaBUBalOT POAUTENIbCKUIA
. KOHTPOJIb Ha YCTPOWCTBaxX n
He MOryT gathb NPUNOXeHnAX

B npopgomkeHuun guanora c

yyaCTHMKaMM UccnefoBaHus oTBeT
TaKKe 6611 06CYXAeH Bonpoc,
CBA3aHHbIN C aKkTyaNlbHOI Ha
perynsipHo

Cero.ql'lﬂu.ll'll/lﬁ ACHb NPOBEPSAIOT X
I1p06116MOI7I 3aunTbl .quel‘/’l OT oOHNnaliH-aKTUBHOCTb

HeXenaTteNbHOW MHPOPMaLUN 1 CTOPUIO NOUCKA
B UHTepHeTe. Mo MHeHuIo
pecnoHAeHTOB OCHOBHOWM

Mepoii 3aWnTbl pebeHka oT

HeXxenarenbHOW NHopMauun

B IHTepHeTe ABNAeTcs:

HE NPUMEeHAIOT cneunasibHblie

Mepbl 6e3onacHOCTU o6CcyXaaloT ¢ AeTbMU
npasuna 6esonacHoro
nosegeHus B MIHTepHeTe

PekomeHpgauuu ans poguteneii:

CospaiiTe CMUCOK AOMALLHUX NpaBua noceweHus MHTepHeTa npu yyactum
NoApPOCTKOB U TPeByiiTe 6e3yC/I0BHOIO €ro BbiNnosiHeHUA. O6roBopuTe ¢
peGEHKOM CMUCOK 3anpeLyeHHbIX CaiiToOB («4epHbIW CNUCOK»), Yacbl paboTbl B
MHTepHeTe, pyKOBOACTBO NO 00weHuto B IHTepHeTe (B TOM 4ucne B yaTax).

KomnbloTep ¢ nogkntoueHneM K cetu IHTepHeT A0/HKeH HaXo4UTLCS B 06Lei
KOMHare.

He 3a6biBaiiTe 6ecefoBaTb C AeTbMU 06 UX Apy3bsx B UHTepHeTe, O TOM, YeM
OHM 3aHATbI TaKUM 06pa3om, GyATO peub UaeT o0 APY3bAX B peasibHO XU3HMU.
CnpawuBaiiTe 0 N0AAX, C KOTOPbIMU AeTU O6LalTCA NOCPeACTBOM CNYXKO
MrHOBEHHOIo o6MeHa COOOLWEHUAMMU, YTOObI YOeAUTLCA, UTO 3TU JTIIAU UM
3HaKOMbl.

Ncnonb3ayiite cpeacTBa 6/10KMPOBaHUSA HEXeNMaTe/IbHOTO KOHTeHTa Kak
AOMNONIHEeHUe K CTaHJapTHOMY PoauTeIbCKOMY KOHTPOJIIO.

Heo6xoauMo 3HaTb, KAKUMU YaTamMu Nonb3ytoTca Bawwm aetu. Moowpsiite
MCNo/sib30BaHMe MOAEepPUPYEeMbIX YAaTOB U HacTauBaiiTe, UTOGbI AEeTU He
06LWanucb B NPUBATHOM peXMUMe.

QR Q& Q

MOCTOAHHO KOHTPONNPYTE Ucno/ib3oBaHue MHTepHeTa Bawunm pe6eHkom! 3To He
HapyLleHue ero /IMYHOro NPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU U NPOSABNIeHne
Bawei poanTeibCKOIi OTBETCTBEHHOCTU 1 3a60Thbl.



OCHOBHbIE NPUHUUNbI NpU
OHJ/ZIAaWH MOLUeHHN4YecTBe

NMpaBnno comHeHus

JTloboe «CpOoUYHO», «<HEMeA/IeHHO», «Ball CYET 3a0/I0KUpPOBaH» — NOBOJ,
HaCTOPOXUTLCA.

KnbepmolleHHMKN Bcerga AaBAT Ha CTpax WM Xa[HOCTb: «rnoTepsere
OEHbIN», «Bbl BbIUTpaIn NpU3», «BaM 0400pEH KpeauT»

Hukorga He coobOwaiite KOHpUAEHUUaIbHbIE AaHHble
MNH-kogp!, naponu, CVV-kog KapTbl, kKogbl M3 SMS n PUSH-yBegomneHuii
HeNb3A rOBOPUTbL HUKOMY — [OaXe «COTPYAHWKY 6aHka» unu
«MONULEeicKoMy» Mo TenedoHy.

HacToswme 6aHKkM 1 rocopraHbl 3TOr0 He cnpallnBatoT.

CnokoicTBue BaXXHee CKOPOCTHU

Ecnun Bam 3BOHAT 1 nyratoT 6/10KMPOBKOI CYETA, WTpadamu Uan yronoBHbIM
[eN0M, HemMeA/IeHHO MOJIOXUTe TPYOKY U Nepe3BoHNTE caMu B 6aHK NN B
COOTBETCTBYHLUUIA rOCYAapCTBEHHbI OpraH.

Hukorga He NpUHUMaNTe peLleHnn «3a MUHYTY .

WHTEPHET-NOKYMNKN N OHNNANH-CEPBUCHI

MPOBEPSAVTE CANTbI MEPE/A OMNNATON
« AApec calita A0/MKeH HaumHaTbes C https:// n cogepxatb npaBuibHOE
HasBaHWe marasuHal/6aHka.
« OnnauvBaiTe TONbKO Ha OdmLManbHbIX caliTax U Yepe3 NPOBEPEHHbIE
NNaTéXHble CUCTEMBbI.

OCTOPO)XHO C OB BbABMEHUAMU N MAPKETMNEACAMU
o CnviKOM HM3Kas LUeHa, npefonsara «npsiMo ceiiyac», oTka3 oT
6e30MacHoii caesnkn Ha nnatopmMe — NPU3HaKN MOLLEHHUYECTBA.
« He nepeBoauTe AEHbIN «HE3HAKOMLY Ha KapTy» [0 NoslyyeHuss ToBapa
WN YCNYTU, €CNN HET HaAEXHbIX rapaHTuii.

NOoAAENbHbLIE CEPBUCHI N MTPUNOXXEHNA
« CkaumBaiiTe NpUI0XKEHNS TONbKO 13 odonumasbHbIX Mara3mHoB (Google
Play, App Store).
« He BBOAUTE NOrMHBLI U NApPoNN Ha canTax, Kyaa Bac «nepekuHyna»
a ccbiika M3 SMS uamM nucbma — camu OTKpOiTe cailT B Opaysepe,
HabpaB aZpec BPYUHYIO.

M O
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BOIMNMPOCbI OBECINEYHEHNA KUBEPBE3OIMNACHOCTU

(PEKOMEHIALN)

1

PA3AEN AN
NPO®ECCUOHA/OB

Ecnu Bbl Bnageney, 6usHeca, OTBETCTBEHHbIN COTPYAHUK, UT-
crneunanunct, opuuep MHdopmaLlMoHHOM 6e30MacHOCTU —
cobniogarite aTM pekoMeHaauun:

10 LWAroB No CHW)XEHUIO
PNCKOB KUBEP-YIPO3

Paspab6otatb nNO/MUTUKY UH(pOPMaLUOHHOW ©6e3onacHoCTU. 3T0
[OKYMEHT nepBOro YypoBHA — Bawa KoHCcTUTyuMs B  cdepe
NHGOPMAaLMOHHON 6e30nacHOCTU. HO KpOMe KOHCTUTYLMUN HYXHbl 3aKOHbI.
Takune 3aKoHbl Ha3blBalTCA «[JOKYMEHTbI BTOPOro YPOBHA» U AeTa/IN3NPYIOT
TpeboBaHus NOJINTUKN. MogpobHee  cmoTpuTte noctaHoB/ieHne
MpasutensctBa Pecny6bnvkn KasaxctaH ot 20 gekabps 2016 roga Ne 832
(ET) nyHkT 33.

BAXXHO!

O6snasaTenbHO yTBepauTe DOKYMEHT: «MpaBuna
' MCNO/SIb30BaHUA MOOW/IbHbLIX YCTPOWUCTB WU HOCUTenewn
e MHd opMaLn».

BN

MNMpoceeweHne n ocBeO0M/IEHHOCTb NONb30BaTeNe.

PaspaboTtatb nporpammy MOArOTOBKM MepcoHasia. BHeapuTb cucTembl
00y4YeHNss BCeX COTPYAHNKOB HOPMaM MHOpPMaUMOHHOK 6e30MacHOCTH.
MopaepxunBaTe OCBEAOMIEHHOCTb MOMIb30BaTesel 0 Kubep-puckax.

YnpaBneHve UHUNAEHTaMMU.

Heobxoaumebl (U 47151 HEKOTOPbIX OpraHn3aunin o6ss3aTesibHbl) Mepbl:
perncTpaunsa cobbitnin b, ynpasneHne unHuyngeHtamm UMb, yBegomieHus
OTBETCTBEHHbIX 006 wHUMAeHTax Wb, peructpaums wuHumgeHtos Vb B
Cnyx6e pearmpoBaHusi Ha KOMMbIOTEPHbIE UHUMAEHTbI [OCcyaapCTBEHHOM
TEXHUYECKOWN CITYXKObI.

Bbl f0/1XHbI TOYHO 3HATb, YTO MPOUCXOANIO U MPOUCXOAMNT.

MoapobHee cmoTpuTe nocTaHoBfieHve [lpaBuTtensctBa Pecny6nunkm
KasaxcTtaH o1 20 gekabps 2016 roga Ne 832 Maparpad 2.




PA3AEN AN
NPO®ECCUOHA/OB

YnpaBnsiute puckamu.
XKenatenbHO pa3paboTartb «MEeTOAMKY OLEHKN PUCKOB MH(OPMAaLVNOHHOWA
6e30nacHOCTW». Bbl AO/MKHBI 3HaTb, YTO YrpoXaeT Baluei opraHu3auum.

YnpaBneHue npuBuMneruiMmu nosib3oBatesei.

YCTaHOBUTb NPOLECCHI YNPaB/EHUS YYETHBIMI 3anMUCAMU, U OFPAHUYNUTb
KOMIMYECTBO  NPUBWIETMPOBAHHbLIX  YYETHbIX  3anuceil. OrpaHuMunTb
NpUBUNErNM NOMb30BaTENEN U KOHTPOIMPOBAThL AECTBUA NOsb30BaTesNs.
KOHTponb AocTyna u AeATenbHOCTY W XXypHasiaM ayauTta.

AneMeHTbl ynpaBfeHUA CbEMHbIMU HOCUTENSIMU.

Cosgatb MOMUTUKY ANS yNpaBfeHUs AOCTYNOM K CbEMHbIM HOCUTENSIM.
OrpaHuyeHne TWUMOB U WCMOMb30BaHUS HocuTeneid. MNepes MMNoOpToOM B
KOpnopaTvBHYK CUCTEMY MNPOCKaHMPOBaTb BCE HOCWUTENN Ha Hasnuve
BPEAOHOCHbIX MPOrpamm.

MOHUTOPUHT.

Pa3paborarb cTpartermio MOHWTOPUHIa, BCMOMOraTesibHyH MOSUTUKY.
MOCTOSAHHBIA MOHUTOPUHT BCex cucteM u ceTert UKT. MNpoaHann3nposarb
XYPHaUTbl Ha NpeAMeT HeOObIYHOM aKTUBHOCTU, KOTOPAasi MOXET yKa3blBaTb
Ha artaky.

Be3onacHasa KOHdUrypayums.

MpumeHsiiTe 3annatky (naryun) 6e3onacHoOCTn 1 ybeamTech, YTo
6e3onacHas KoHurypauus scex cuctem UKT coxpaHsieTtcsa. Co3gaHme
CUCTEMbI MHBEHTapM3aunn 1 onpeaeneHns 6a3oBoit CO0PKN O/18 BCeX
ycTpoicTts VKT.

3awuTa oT BPeAOHOCHbIX NporpamMm.

Mpou3BoANTL COOTBETCTBYHOLLYIO MOMUTUKY W YCTAHOBWTHL 3aluTy OT
BPEAOHOCHbLIX NPOrpaMM, KOTopble NPYMEHVMbI 1 aKkTyasbHbl Ansi Bawero
HanpaBneHuss gesiTeNibHoCTU. CKaHWpoBaHWe Ha Ha/nune BPEefoHOCHbIX
nporpamMmm B opraHm3auum.

CeTeBas 6e30nNacHOCTb.

3aWmnTnTb CeTb OT BHEWHUX W BHYTPEHHWX aTak. YnpasneHue
nepumeTpoMm cetun. OTuNbLTPOBaTb HECaHKUMOHUPOBAaHHbIA [0CTYN U
BpeAOoHOCHOe cofepXaHne. MOHUTOPUHT U TeCTUPOBaHME 3/1EMEHTOB
ynpasneHus 6e30nacHOCTbHO.



KYAA OBPALLATBLCH MNPU

KOMIMBbKOTEPHbIX NTHUAAOEHTAX?

Bo BpeMs KOMNbIOTEPHOro Cnyx6a pearnpoBaHus

uHumpeHTa Heo6xogumo 1400
ceazatbea! (8 (7172) 55-99-97

\ ' 8 info@kz-cert.kz

HauvoHanbHasa Cnyx6a pearupoBaHusi Ha KOMMNbIOTEPHbIE UHUNAEHTbI — 3TO
eAVHbIV LeHTp ANA nofb3oBaTtesieli HAUMOHAIbHbIX MH(POPMALMOHHbIX CUCTEM
U cerMeHTa ceTu MIHTepHeT, o6ecneunBalLuii c6op U aHanIn3 uHdopmMaLlmm no

KOMMbIOTEPHbIM MHLUAEHTaM, KOHCY/IbTAaTUBHYIO U TEXHUUYECKYHO NOALEPKKY

nosib3oBaTesIAiM B NpeAoTBpaLLeHUM YIPo3 KOMIMbIOTEPHOW 6€30MacHOCTMU.

aTaKu Ha y3/ibl CETEBOW MH(PPACTPYKTYPbI U CEpBEPHbIE PECYPChI;

i HeCaHKLMOHMPOBaHHbIW AOCTYN K UHPOPMALNOHHbIM pecypcam;

@

CKaHuUpoBaHue HauMOHaJIbHbIX I/IHq)OpMaLIMOHHbIX ceTell U XOCTOB,;

o " nopGop 1 3axeat naposeii u ApYroi ayTeHTUPUKALMOHHON UHOPMALMK;




KPATKUA AHANN3

pe3ysibTatoB COLUNO/TOTrNNYEeCKoro nccinepgqosaHns no sornpocam
KI/I6€p693OI'IaCHOCT|/| N 3alliTbl NEPCOHAJIbHbIX AAHHbIX

— —

Mo 3aka3y PecnyG/IMKAHCKOro rocyAapCcTBeHHOro yuypexpaeHus
«Komurer no MH(pOpPMaALUNOHHOW 6e3onacHoOCTMU MuHucTtepcTBa
MCKYCCTBEHHOro WHTennekra u uyucgposoro pas3sutua Pecnyonuku
KasaxcTtaH» npoesejeHo coyuonornyeckoe mccneposaHue no
BonpocamM Ku6ep6e3onacHOCTU U 3alWNTbl NEPCOHAaNIbHbIX AAaHHbIX.

Pe3ynbTtaTt npoBefeHHOro onpoca onpegennn o6wuini nokasartenb
OoCBeOM/IEHHOCTH HaceneHus 06 uMmerwuxcs yrposax
Knoepb6e3onacHOCTM U 3alUTbl MNepcOHaNbHbIX AaHHbIX Ha YpOBHe
86%.

B uenom nosny4yeHHble pe3ynbTtarthl COLMONIOrNYecKoro
mccneposaHuns no Bonpocam Knoepb6esonacHocCcTun ] 3alunThbI
NepcoHaNnbHbIX [aHHbIX CBUAETENbCTBYKT O pacTyuwen 3HAYMMOCTM
BOMNPOCOB KN6ep6e30nNacHOCTU B NOBCeAHEBHOW XU3HU rpaxaaH:

« YPOBEHb CMNOCOGHOCTU pacno3HOoBaTb NONbITKN (puwmMHra coctaBun

- 84,8%:;

- 80,5% BbIOMpaT Oe3onacHyw cTpaTernto npu peruncrTpauymm B

-OHNaWH-cepBucax (pasHble C/IOXHbIe Naponu).

« 85,9% pecnOHAEHTOB NPUMEHAIKT MepPbl 6€30MacCHOCTN NPU NMNOKYNKe

TOBapoOB B MHTEepPHeT-MarasmHax.

- He MeHee 86% poauTenen NPoOBEPAOT KOHTEHT, KOTOPbI UX [eTu

CMOTPAT B UHTepHeTe, OAUH UMK Gonee pa3 B mecsl,.

PesynbTatbl wuUccnepoBaHUs MNoKas3biBalOT O TMNOJIOXUTENbHOM
AVHaMusme B ((opMUpoBaHMM OCBEAOMJ/IEHHOCTW HAace/ieHUA B
o6nactn kKubGep6e3onacHOCTU U 3aWUTbl NEePCOHa/NIbHbIX JAaHHbIX.
OpaHako Bbl30Bbl 3TOM ctepbl TpeoGyroT NOCTOSAHHOTO
COBEpPWEHTCBOBaHNA Mep U MeXaHU3MOB, UTOGbI 06eCNeYnTb CTOWKYIO
3alWmMTy MHTepecoB rpaxpaaH B uucgpoBoii anoxe.

B 3Tol cBA3MK, C y4UeTOM NPOBEAEHHOIO COLUONOrNYeCcKoOro onpoca,
mccnepoBatennbCKOM rpynnow BbipaboTaHbI cooTBeTCTByKOlWMe
pekoMeHpgauunm u nNpepsoXeHWi AnAa pAanbHeliwero o6ecne4vyeHuA
Knoepb6e3onacHOCTM rpaxagaH U 3awWuUTbl UX NEePCOHa/IbHbIX AaHHbIX B
uucpoBOoM NpocTpaHCTBE.






Mo 3aka3y PIy "KomurteT no nicpopmayuoHHOMN
6e3onacHOCTU MnHUcTepcTBa NCKYCCTBEHHOIO
MHTesIJ1eKkTa n yudppoBoro passutusa Pecnyonmnku
KasaxcTaH"

Pecny6nivka Kazaxctad 010000, r. ActaHa, np. MaHrinik en
55/14, 6nok C 2.4

e-mail: moap@mdai.gov.kz
https://lwww.gov.kz/memleket/entities/infsecurity?lang=ru

r. ActaHa, 2025 r.
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